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Q1. Your network contains an Active Directory domain named contoso.com. All domain controllers run Windows Server 2012 R2. 
The domain contains an Edge Server named Server1. Server1 is configured as a DirectAccess server. Server1 has the following settings: 
You run the Remote Access Setup wizard as shown in the following exhibit. (Click the Exhibit button.) 
You need to ensure that client computers on the Internet can establish DirectAccess connections to Server1. 
Which additional name suffix entry should you add from the Remote Access Setup wizard? 
A. A Name Suffix value of dal.contoso.com and a blank DNS Server Address value 
B. A Name Suffix value of Server1.contoso.com and a DNS Server Address value of 65.55.37.62 
C. A Name Suffix value of dal.contoso.com and a DNS Server Address value of 
65.55.37.62 
D. A Name Suffix value of Server1.contoso.com and a blank DNS Server Address value 
Answer: A 
Explanation: 
Split-brain DNS is the use of the same DNS domain for both Internet and intranet resources. For example, the Contoso Corporation is using split brain DNS; contoso.com is the domain name for intranet resources and Internet resources. Internet users use http: //www.contoso.com to access Contoso’s public Web site and Contoso employees on the Contoso intranet use http: //www.contoso.com to access Contoso’s intranet Web site. A Contoso employee with their laptop that is not a DirectAccess client on the intranet that 
accesses http: //www.contoso.com sees the intranet Contoso Web site. When they take their laptop to the local coffee shop and access that same URL, they will see the public Contoso Web site. 
When a DirectAccess client is on the Internet, the Name Resolution Policy Table (NRPT) sends DNS name queries for intranet resources to intranet DNS servers. A typical NRPT for DirectAccess will have a rule for the namespace of the organization, such as contoso.com for the Contoso Corporation, with the Internet Protocol version 6 (IPv6) addresses of intranet DNS servers. With just this rule in the NRPT, when a user on a DirectAccess client on the Internet attempts to access the uniform resource locator (URL) for their Web site (such as http: //www.contoso.com), they will see the intranet version. 
Because of this rule, they will never see the public version of this URL when they are on the Internet. 
For split-brain DNS deployments, you must list the FQDNs that are duplicated on the Internet and intranet and decide which resources the DirectAccess client should reach, the intranet version or the public (Internet) version. For each name that corresponds to a resource for which you want DirectAccess clients to reach the public version, you must add the corresponding FQDN as an exemption rule to the NRPT for your DirectAccess clients. 
Name suffixes that do not have corresponding DNS servers are treated as exemptions. 
References: 
http: //technet. microsoft. com/en-us/library/ee382323(v=ws. 10). aspx 


Q2. Your network contains an Active Directory domain named contoso.com. All domain controllers run Windows Server 2012 R2. 
An organizational unit (OU) named OU1 contains 200 client computers that run Windows 8 Enterprise. A Group Policy object (GPO) named GPO1 is linked to OU1. 
You make a change to GPO1. 
You need to force all of the computers in OU1 to refresh their Group Policy settings immediately. The solution must minimize administrative effort. 
Which tool should you use? 
A. The Secedit command 
B. The Invoke-GpUpdate cmdlet 
C. Group Policy Object Editor 
D. Server Manager 
Answer: B 
Explanation: 
Invoke-GPUpdate 
Schedule a remote Group Policy refresh (gpupdate) on the specified computer. Applies To: Windows Server 2012 R2 
The Invoke-GPUpdate cmdlet refreshes Group Policy settings, including security settings that are set on remote computers by scheduling the running of the Gpupdate command on a remote computer. You can combine this cmdlet in a scripted fashion to schedule the Gpupdate command on a group of computers. The refresh can be scheduled to immediately start a refresh of policy settings or wait for a specified period of time, up to a maximum of 31 days. To avoid putting a load on the network, the refresh times will be offset by a random delay. 
Note: Group Policy is a complicated infrastructure that enables you to apply policy settings to remotely configure a computer and user experience within a domain. When the Resultant Set of Policy settings does not conform to your expectations, a best practice is to first verify that the computer or user has received the latest policy settings. In previous versions of Windows, this was accomplished by having the user run GPUpdate.exe on their computer. With Windows Server 2012 R2 and Windows 8, you can remotely refresh Group Policy settings for all computers in an organizational unit (OU) from one central location by using the Group Policy Management Console (GPMC). Or you can use the Invoke-GPUpdate Windows PowerShell cmdlet to refresh Group Policy for a set of computers, including computers that are not within the OU structure—for example, if the computers are located in the default computers container. The remote Group Policy refresh updates all Group Policy settings, including security settings that are set on a group of remote computers, by using the functionality that is added to the context menu for an OU in the Group Policy Management Console (GPMC). When you select an OU to remotely refresh the Group Policy settings on all the computers in that OU, the following operations happen: 
. An Active Directory query returns a list of all computers that belong to that OU. 
. For each computer that belongs to the selected OU, a WMI call retrieves the list of signed in users. 
. A remote scheduled task is created to run GPUpdate.exe /force for each signed in user and once for the computer Group Policy refresh. The task is scheduled to run with a random delay of up to 10 minutes to decrease the load on the network traffic. This random delay cannot be configured when you use the GPMC, but you can configure the random delay for the scheduled task or set the scheduled task to run immediately when you use the Invoke-GPUpdate cmdlet. 
Reference: Force a Remote Group Policy Refresh (GPUpdate) 


Q3. Your company has a main office and a branch office. The main office is located in Seattle. The branch office is located in Montreal. Each office is configured as an Active Directory site. 
The network contains an Active Directory domain named adatum.com. The Seattle office contains a file server named Server1. The Montreal office contains a file server named Server2. 
The servers run Windows Server 2012 R2 and have the File and Storage Services server role, the DFS Namespaces role service, and the DFS Replication role service installed. 
Server1 and Server2 each have a share named Share1 that is replicated by using DFS Replication. 
You need to ensure that users connect to the replicated folder in their respective office when they connect to \contoso.comShare1. 
Which three actions should you perform? (Each correct answer presents part of the solution. Choose three.) 
A. Create a replication connection. 
B. Create a namespace. 
C. Share and publish the replicated folder. 
D. Create a new topology. 
E. Modify the Referrals settings. 
Answer: B,C,E 
Explanation: 
To share a replicated folder and publish it to a DFS namespace Click Start, point to Administrative Tools, and then click DFS Management. In the console tree, under the Replication node, click the replication group that contains the replicated folder you want to share. In the details pane, on the Replicated Folders tab, right-click the replicated folder that you want to share, and then click Share and Publish in Namespace. In the Share and Publish Replicated Folder Wizard, click Share and publish the replicated folder in a 
namespace, and then follow the steps in the wizard. 
Note that: If you do not have an existing namespace, you can create one in the 
Namespace Path page in the Share and Publish Replicated Folder Wizard. To create the namespace, in the Namespace Path page, click Browse, and then click New Namespace. 
To create a namespace 
Click Start, point to Administrative Tools, and then click DFS Management. 
In the console tree, right-click the Namespaces node, and then click New Namespace. 
Follow the instructions in the New Namespace Wizard. 
To create a stand-alone namespace on a failover cluster, specify the name of a clustered file server instance on the Namespace Server page of the New Namespace Wizard. 
Important 
Do not attempt to create a domain-based namespace using the Windows Server 2008 mode unless the forest functional level is Windows Server 2003 or higher. Doing so can result in a namespace for which you cannot delete DFS folders, yielding the following error message: “The folder cannot be deleted. Cannot complete this function.” 
To share a replicated folder and publish it to a DFS namespace 
1. Click Start, point to Administrative Tools, and then click DFS Management. 
2. In the console tree, under the Replication node, click the replication group that contains the replicated folder you want to share. 
3. In the details pane, on the Replicated Folders tab, right-click the replicated folder that you want to share, and then click Share and Publish in Namespace. 
4. In the Share and Publish Replicated Folder Wizard, click Share and publish the replicated folder in a namespace, and then follow the steps in the wizard. 
"You need to ensure that users connect to the replicated folder in their respective office when they connect to \contoso.comShare1." 
Reference: http: //technet. microsoft. com/en-us/library/cc731531. aspx 
http: //technet. microsoft. com/en-us/library/cc772778%28v=ws. 10%29. aspx 
http: //technet. microsoft. com/en-us/library/cc732414. aspx 
http: //technet. microsoft. com/en-us/library/cc772379. aspx 
http: //technet. microsoft. com/en-us/library/cc732863%28v=ws. 10%29. aspx 
http: //technet. microsoft. com/en-us/library/cc725830. aspx 
http: //technet. microsoft. com/en-us/library/cc771978. aspx 


Q4. You have the following Windows PowerShell Output. 
You need to create a Managed Service Account. 
What should you do? 
A. Run New-ADServiceAccount –Name “service01” –DNSHostName service01.contoso.com –SAMAccountName service01. 
B. Run New-AuthenticationPolicySilo, and then run New-ADServiceAccount –Name “service01” –DNSHostName service01.contoso.com. 
C. Run Add-KDSRootKey, and then run New-ADServiceAccount –Name “service01” –DNSHostName service01.contoso.com. 
D. Run Set-KDSConfiguration, and then run New-ADServiceAccount –Name “service01” –DNSHostName service01.contoso.com. 
Answer: C 
Explanation: From the exhibit we see that the required key does not exist. First we create this key, then we create the managed service account. 
The Add-KdsRootKey cmdlet generates a new root key for the Microsoft Group Key Distribution Service (KdsSvc) within Active Directory (AD). The Microsoft Group KdsSvc generates new group keys from the new root key. 
The New-ADServiceAccount cmdlet creates a new Active Directory managed service account. 
Reference: New-ADServiceAccount 
https://technet.microsoft.com/en-us/library/hh852236(v=wps.630).aspx 
Reference: Add-KdsRootKey 
ttps://technet.microsoft.com/en-us/library/jj852117(v=wps.630).aspx 


Q5. Your network contains an Active Directory domain named adatum.com. 
You need to audit changes to the files in the SYSVOL shares on all of the domain controllers. The solution must minimize the amount of SYSVOL replication traffic caused by the audit. 
Which two settings should you configure? (Each correct answer presents part of the solution. Choose two.) 
A. Audit PolicyAudit system events 
B. Advanced Audit Policy ConfigurationDS Access 
C. Advanced Audit Policy ConfigurationGlobal Object Access Auditing 
D. Audit PolicyAudit object access 
E. Audit PolicyAudit directory service access 
F. Advanced Audit Policy ConfigurationObject Access 
Answer: D,F 


Q6. Your network contains an Active Directory domain named contoso.com. The domain contains a server named Server1 that has the Remote Access server role installed. 
DirectAccess is implemented on Server1 by using the default configuration. 
You discover that DirectAccess clients do not use DirectAccess when accessing websites on the Internet. 
You need to ensure that DirectAccess clients access all Internet websites by using their DirectAccess connection. 
What should you do? 
A. Configure a DNS suffix search list on the DirectAccess clients. 
B. Configure DirectAccess to enable force tunneling. 
C. Disable the DirectAccess Passive Mode policy setting in the DirectAccess Client Settings Group Policy object (GPO). 
D. Enable the Route all traffic through the internal network policy setting in the DirectAccess Server Settings Group Policy object (GPO). 
Answer: B 
Explanation: 
With IPv6 and the Name Resolution Policy Table (NRPT), by default, DirectAccess clients separate their intranet and Internet traffic as follows: 
. DNS name queries for intranet fully qualified domain names (FQDNs) and all intranet traffic is exchanged over the tunnels that are created with the DirectAccess server or directly with intranet servers. Intranet traffic from DirectAccess clients is IPv6 traffic. 
. DNS name queries for FQDNs that correspond to exemption rules or do not match the intranet namespace, and all traffic to Internet servers, is exchanged over the physical interface that is connected to the Internet. Internet traffic from DirectAccess clients is typically IPv4 traffic. 
In contrast, by default, some remote access virtual private network (VPN) implementations, including the VPN client, send all intranet and Internet traffic over the remote access VPN connection. Internet-bound traffic is routed by the VPN server to intranet IPv4 web proxy servers for access to IPv4 Internet resources. It is possible to separate the intranet and Internet traffic for remote access VPN clients by using split tunneling. This involves configuring the Internet Protocol (IP) routing table on VPN clients so that traffic to intranet locations is sent over the VPN connection, and traffic to all other locations is sent by using the physical interface that is connected to the Internet. 
You can configure DirectAccess clients to send all of their traffic through the tunnels to the DirectAccess server with force tunneling. When force tunneling is configured, DirectAccess clients detect that they are on the Internet, and they remove their IPv4 default route. With the exception of local subnet traffic, all traffic sent by the DirectAccess client is IPv6 traffic that goes through tunnels to the DirectAccess server. 


Q7. DRAG DROP 
Your network contains an Active Directory domain named adatum.com. The domain contains a server named Server1 that runs Windows Server 2012 R2. Server1 is configured as a Network Policy Server (NPS) server and as a DHCP server. 
You need to log all DHCP clients that have windows Firewall disabled. 
Which three actions should you perform in sequence? To answer, move the three appropriate actions from the list of actions to the answer area and arrange them in the correct order. 
Answer: 


Q8. Your network contains two Active Directory forests named contoso.com and dev.contoso.com. The contoso.com forest contains a domain controller named DC1. The dev.contoso.com forest contains a domain controller named DC2. Each domain contains an organizational unit (OU) named OU1. 
Dev.contoso.com has a Group Policy object (GPO) named GPO1. GPO1 contains 200 settings, including several settings that have network paths. GPO1 is linked to OU1. 
You need to copy GPO1 from dev.contoso.com to contoso.com. 
What should you do first on DC2? 
A. From the Group Policy Management console, right-click GPO1 and select Copy. 
B. Run the mtedit.exe command and specify the /Domaintcontoso.com /DC: DC 1 parameter. 
C. Run the Save-NetGpocmdlet. 
D. Run the Backup-Gpocmdlet. 
Answer: A 
Explanation: 
To copy a Group Policy object: 
In the GPMC console tree, right-click the GPO that you want to copy, and then click Copy. 
To create a copy of the GPO in the same domain as the source GPO, right-click Group Policy objects, click Paste, specify permissions for the new GPO in the Copy GPO box, and then click OK. 
For copy operations to another domain, you may need to specify a migration table. 
The Migration Table Editor (MTE) is provided with Group Policy Management Console (GPMC) to facilitate the editing of migration tables. Migration tables are used for copying or importing Group Policy objects (GPOs) from one domain to another, in cases where the GPOs include domain-specific information that must be updated during copy or import. 
Source WS2008R2: Backup the existing GPOs from the GPMC, you need to ensure that the “Group Policy Objects” container is selected for the “Backup Up All” option to be available. 
Copy a Group Policy Object with the Group Policy Management Console (GPMC) 
You can copy a Group Policy object (GPO) either by using the drag-and-drop method or right-click method. 
Applies To: Windows 8, Windows Server 2008 R2, Windows Server 2012 
References: 
http://technet.microsoft.com/en-us/library/cc785343(v=WS.10).aspx 
http://technet.microsoft.com/en-us/library/cc733107.aspx 


Q9. HOTSPOT 
Your company has two offices. The offices are located in Montreal and Seattle. 
The network contains an Active Directory domain named contoso.com. The domain contains servers named Server1 and Server2. Server1 is located in the Seattle office. Server2 is located in the Montreal office. Both servers run Windows Server 2012 R2 and have the Windows Server Update Services (WSUS) server role installed. 
You need to configure Server2 to download updates that are approved on Server1 only. 
What cmdlet should you run? To answer, select the appropriate options in the answer area. 
Answer: 


Q10. HOTSPOT 
You have a server named Server1 that runs Windows Server 2012 R2. Server1 has two network adapters and is located in a perimeter network. 
You need to install the RIP version 2 routing protocol on Server1. 
Which node should you use to add the RIP version 2 routing protocol? 
To answer, select the appropriate node in the answer area. 
Answer: 
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